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Abstract. Various security threats are faced by the Internet of Things (IoT) as
it enriches people’s daily lives. Intrusion detection is employed as an effective
method to mitigate these threats, encompassing Botnet, DDoS, and Scan attacks.
Due to the rapid development of machine learning technology in recent years,
deep neural networks (DNNs) emerge as powerful models utilized to significantly
enhance the accuracy performance of intrusion detection systems (IDSs) and to
increase their adaptability to dynamic networks. In this paper, related works pro-
posed in the last three years are collected and selected, considering both traffic-
based and behavior-based intrusion detection. Subsequently, a study and analysis
of these related works is conducted. Additionally, we compare their techniques
utilized, results, advantages, and disadvantages. Finally, we analyze the existing
challenges and open issues and suggest some insightful future research works.

Keywords: Intrusion Detection · Internet of Things · Deep Neural Network ·
Machine Learning

1 Introduction

The Internet of Things (IoT) is a network formed by various devices, sensors, and objects
connected through the internet, enabling interconnectivity and intelligent management
[1]. In IoT, a number of personal sensitive data is often collected by devices, including
users’ geographical and health information. Therefore, if hackers infiltrate IoT devices,
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they may steal users’ privacy for malicious purposes or even launch attacks on the entire
network. Therefore, intrusions and attacks have become a significant security issue in
IoT.

In the realm of IoT, the reliability of device connectivity hinges significantly on the
security models implemented. These models used to be deployed in safeguarding user
data and thwarting devices from partaking in nefarious activities. The IDSs stand out as
one of the primary tools utilized to defend against malicious intrusions [2]. They often
be designed based on methods such as Naive Bayes and fuzzy algorithms. However,
IDSs designed based on traditional methods often struggle to adapt well to the dynamic
network environment. Fortunately, intrusion and attack detection have been extensively
studied in the fields of statistics and machine learning. Deep neural network (DNN) is
a type of deep learning methods based on artificial neural network. They achieve high-
level abstraction and processing of input data through the combination and learning
of multiple layers of neurons, enabling tasks such as classification and regression [3].
Moreover, by incorporating techniques such as regularization and data augmentation, it
demonstrates high generalizability and robustness based on DNNs.

Due to the numerous advantages of DNNs, a substantial amount of IDSs have been
proposed based on DNNs in IoT. While some survey and review papers [4–6] on deep
learning-based intrusion detection in IoT have been published, there still remains a gap
for a review paper specifically focused on DNN-based intrusion detection. The main
findings of this research are as follows:

1. Conducting a thorough analysis and comparison of advanced works related to trust
evaluation using deep learning techniques in OSNs. Analyzing and comparing some
advanced related works on intrusion detection in IoT with DNN.

2. Find that, in DDoS attacks, better performance is exhibited by network traffic-based
systems. Additionally, higher accuracy is achieved by device behavior-based systems
for internal threats and unknown types of attacks.

3. Analyzing challenges and open issues and suggesting some research directions.

This paper is organized as follows. The analysis and comparison of some advanced
work is presented in Sect. 2. Current issues and challenges are discussed in Sect. 3, and
several significant research directions worth studying are proposed in Sect. 4. Lastly,
conclusions are drawn in Sect. 5.

2 Analysis and Comparison of Related Work

Due to the high generalization capability and robustness of DNNs, there has been a
significant amount of research on DNN-based IDSs in IoT in recent years. We select
some related works based on the influence and quality, ensuring diversity in terms of
methods and techniques.

2.1 Network Traffic-Based Intrusion Detection

Real-time network communication data is analyzed by network traffic-based IDSs to
detect network attacks, port scanning, andother potential intrusion behaviors.Distributed
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Denial-of-Service (DDoS) attacks represent a form of network assault characterized by
inundating a target system with an overwhelming volume of requests or traffic from
numerous IP sources simultaneously. The flow of traffic exceeding the system’s capacity
leads to the target system being unable to provide services properly.

Recently, somenetwork traffic-based IDSshave beenproposed.L.Adi et al. proposed
a neural network-based IDS to detect DDoS attacks [7]. It achieves higher accuracy
compared to KNN-based schemes, yet its outcomes are heavily impacted by the learning
rate andhidden layer’s values.Besides, P.Varmaet al. introduced aDDoSattackdetection
method based on the Enhanced Elman spike Neural Network (EENN), and a good
accuracy in detecting DDoS attacks was demonstrated [8]. However, it incurred high
computational overhead and time complexity.

Additionally, some researchers proposed intrusion detection strategies for DDoS
basedon recurrent neural network (RNN) [9, 10]. These approaches achieved an accuracy
rate of up to 99%. Besides, some IDSs based on network traffic have been proposed
using the DRNN [11, 12]. Dense random neural network (DRNN) was a neural network
model based on random weights. Unlike traditional neural networks, the weights in
the DRNN are randomly initialized and randomly updated at each training iteration. It
permitted exploration of a broader weight space during training, thereby mitigating the
risk of becoming ensnared in local optima and enhancing generalization capabilities. Z.
Huma et al. introduced the Hybrid Deep Random Neural Network (HDRaNN), a hybrid
approach designed for cyberattack detection within Industrial IoT (IIoT) environments
[13]. K.-H. Le et al. proposed an intelligent IDS called IMIDS for cyber threats in IoT
using CNN [14].

Machine learning technology in industrial networks have emerged as a prominent
field, with IIoT being a common industrial network [15]. Intrusion often be characterized
by complex patterns and features, which could be effectively modeled and captured by
CNNs throughmultiple convolutional layers and activation functions. This facilitated the
enhancement of intrusion detection accuracy [16]. However, in certain tasks involving
sequential data or long-range temporal dependencies, they may struggle to effectively
capture these long-term dependencies. The combination of CNNs and long short-term
memory (LSTM) algorithm, known as CNN-LSTM, could effectively address the limita-
tionsmentioned above.G.Parra et al. introduced a cloud-baseddistributedDLframework
aimed at detecting DDoS and botnet attacks [17]. This framework amalgamated two piv-
otal security mechanisms, operating synergistically: a Distributed Convolutional Neural
Network (DCNN) model designed for detecting phishing attempts and application-layer
DDoS attacks.

The practical deployment of an IDS based onDNNs has been impeded due to the con-
strained computing and storage capabilities of IoT devices. Researchers have attempted
to design IDSs based on lightweight neural networks (LNNs) to overcome this chal-
lenge. LNN-based IDS maintenance has maintained a low model complexity and a
reduced number of parameters, while achieving acceptable performance and accuracy.
Additionally, R. Zhao et al. proposed a lightweight DNN-based method for network
recognition in IoT [18]. It achieved high detection accuracy while having a compact
system size and low time complexity. To reduce computational costs, an IDS proposed
by M. Elaziz et al. with DNNs to extract optimal features from network data [19].
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M. Elaziz et al. employed DNNs to extract optimal features from IoT network data
and introduced an efficient feature selection technique leveraging the recently devel-
oped SI optimization Capuchin monkey search algorithm (CapSA) [20]. However, they
found that the CapSA model exhibited poor generalization performance on imbalanced
datasets. To enhance generalization and tackle class imbalance issues within intru-
sion detection datasets, A. Thakkar et al. employed an ensemble learning approach,
employing label-class classifiers and utilizing DNNs as base estimators [21].

In Table 1, we summarize several proposed networks traffic-based IDSs using DNNs
in IoT. The summary of the comparison on their results, advantages, and disadvantages
is presented, where A, P, and R respectively represent accuracy, precision, and recall.

Table 1. Summary of Related Network Traffic-based Intrusion Detection Schemes Using DNNs
in IoT

Scheme Tech. Dataset Result Advantage Disadvantage

ADI [7] DNN DDoS dataset A = 99.99% Accuracy was
significantly
higher than
KNN-based
methods

The results were
influenced greatly
by the learning
rate and hidden
layers

VARMA
[8]

EENN CICDDoS 2018 A =
97.89%, P=
98.85%, R
= 99.97%

High accuracy
performance

High
computational
overhead and time
complexity

ASWAD
[9]

RNN,
LSTM

CICIDS2017 A =
99.76%, P=
98.90%

Combining the
advantages of
three neural
networks

Lacking of a
realistic testing
platform results in
unstable reliability

YOUSUF
[10]

RNN NSL KDD A =
99.98%, P=
99.9%, R =
99.9%

Excellent
accuracy and
throughput
performance

A limited number
of DDoS attack
could be
effectively
detected

RED. [11] DRNN Synthetic A = 98.28% High accuracy
and robustness

High time
complexity

LATIF [12] DRNN DS2OS A =
99.20%, P=
99.11%, R
= 99.13%

High detection
accuracy and
small system
size

The feasibility of
the system has not
been validated

(continued)
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Table 1. (continued)

Scheme Tech. Dataset Result Advantage Disadvantage

HUMA
[13]

DRNN DS2OS,
UNSW-NB15

A =
98.56%, P=
98.25%, R
= 98.36%

High accuracy
in classifying
the 16 types of
attacks

High time
complexity, and it
has not been
deployed on a real
platform

LE [14] CNN UNSW-NB15 A = 96.69% It could detect 9
types of
network attacks
with high
f-score

The detection
accuracy of
IMIDS for the
Backdoor attack
was low

PARRA
[17]

DCNN,
LSTM

N_BaIoT A = 94.3%,
F1 =
93.58%

High detection
rates for DDoS
and Botnet

The detection of
attack types was
limited. High time
complexity

ZHAO [18] LNN UNSW-NB15,
Bot-IoT

A =
98.94%,
99.99%

High detection
accuracy and
low time
complexity

The system has
not been deployed
and tested in a real
platform

ASG. [19] CNN TON-IoT A =
99.99%, P=
99.99%, R
= 99.99%

Low
computational
costs and
training
expenses

Challenges still
existed in practical
deployment

ELAZIZ
[20]

DNN NSL-KDD,
BoT-IoT,
KDD99

F1= 92.7%,
99.9%,
76.8%

Low
computational
costs and
training
expenses

Performing poorly
in terms of
accuracy and
generalization

2.2 Device Behavior-Based Intrusion Detection

Device behavior-based IDS focuses on monitoring and analyzing the behavioral pat-
terns of IoT devices, such as sensor data and device operation logs. By leveraging
DNNs, device behavior-based IDSs can learn the normal behavior patterns of devices
and identify anomalous behavior that deviates from the expected normal behavior.

DRNNs have also been used in designing behavior-based IDSs. S. Latif et al. pro-
posed a lightweight DRNN for IoT intrusion detection [23]. It demonstrated good accu-
racy in binary classification and can effectively identify multiple attack types. However,
it had high time complexity and energy consumption. The deep belief network (DBN)
was an unsupervised learning algorithm based on a probabilistic graphical model. It
consisted of multiple stacked restricted Boltzmann machines, which formed a directed
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acyclic graph between layers. H. Bhor et al. proposed a detection method by combining
Taylor series with spider monkey optimization algorithm and DBN [24].

Graph neural networks (GNNs) differed from traditional neural networks in that
they can effectively model and learn from the nodes and edges of a graph, as opposed
to handling vector and matrix data. Y. Zhang et al. proposed a framework based on a
GNN for IoT to detection intrusion, but it had limitations in effectively detecting certain
types of attacks [25]. A. Basati et al. introduced a lightweight architecture founded on
parallel deep autoencoders, which capitalized on both local and contextual information
of individual values within feature vectors [26]. On the other hand, S. Kasongo utilized
various types of RNNs, such as LSTM, Gated Recurrent Unit (GRU), and Simple RNN,
to develop an IDS framework [27]. Besides, P. Sanju presented an advanced heuristic
algorithm with integrated RNNs to enhance intrusion detection.

We summarize several proposed device behavior-based IDSs using DNNs in IoT in
Table 2. The summary of the comparison on their results, advantages, and disadvantages
is presented. It shows that the majority of device behavior-based systems with DNN
achieve high accuracy. However, the performance for other types may be limited.

Table 2. Summary of Related Device Behavior-based Intrusion Detection Schemes Using DNN
in IoT

Scheme Tech. Intrusion
handled

Dataset Results Advantage Disadvantage

LATIF [23] DRNN DDoS,
Scanning

TON_IOT A = 99.14% It exhibited good
accuracy performance
in binary
classification

The model
exhibited high
time complexity
and energy
consumption

BHOR. [24] DBN CMRI,
MPCI,
RECO

KDD CUP’99 A = 90%, P
= 90%, R =
92%

It was superior in
terms of accuracy and
has a low false alarm
rate

When the number
of hidden neurons
was low, the false
alarm rate was
high (>10%)

ZHANG [25] GNN FDIA,
MATM, PF

Gas pipeline
dataset

A = 97.2%,
P = 98%, R
= 99%

High performance in
small training sets and
unbalanced class data

The types of
attacks that could
be detected
effectively are
limited

BASATI [26] CNN DoS, Probe UNSW-NB15,
KDD CUP’99,
CICIDS2017

A = 100%,
99.92%, and
99.43%

High detection
accuracy performance

The system had a
high time
complexity, and it
has not been
deployed on a real
IoT platform

KASONGO
[27]

RNN – NSLKDD,
UNSW-NB15

F1 =
99.47% and
80.84%

It was suitable for
resource-constrained
situations

The detection
accuracy was low
for a minority of
certain types

(continued)
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Table 2. (continued)

Scheme Tech. Intrusion
handled

Dataset Results Advantage Disadvantage

SANJU [28] LSTM Botnet IoT-23,
CICIDS2017

A = 98.12%
and 99.98%

It could capture both
local and global
patterns in the data

Poor model
generalization
performance

SAHRMA
[29]

DNN,
GAN

DoS UNSW-NB15 A = 84% It could reduce the
number of features
before classification,
thus lowering the cost

It had slightly
lower accuracy
and cannot predict
trust values in
real-time

ROUZ. [30] Snapshot
Ensemble
DNN

– DS2OS A =
90.58%, P
= 87.42%

The detection
accuracy was
acceptable

The lack of testing
on a real platform
prevented accurate
classification of
attacks

PACH. [31] ANN Flood attack
for fog nodes

Self-created
dataset

A = 97.5%,
P = 98.4%,
R = 98.9%

High detection rates,
low false-positive
alerts, and small time
overhead

The types of
attacks that could
be detected
effectively are
limited

3 Challenges and Open Problems

Based on our analysis and comparison, it can be observed that the aforementioned related
works exhibit excellent performance. However, challenges and issues still persist in this
field. Some of them are outlined as follows.

Initially, it is necessary for IDSs to function within real-time or high-throughput net-
work environments. However, DNNs are frequently associated with high computational
complexity and storage demands, potentially hindering real-time performance. Strate-
gies are devised to tackle this challenge, such as lightweighting themodel, implementing
hardware acceleration, and optimizing algorithms.

Besides, DNNs are susceptible to adversarial attacks. Attackers could deceive IDSs
by adding subtle perturbations, making them unable to correctly identify intrusions.
Adversarial attacks encompass attacks on both training data and the model itself, which
include adversarial sample generation and adversarial training.To enhance the robustness
of IDSs, adversarial training and defense mechanisms need to be implemented.

Moreover, intrusion detection data is typically highly imbalanced, with normal data
far outnumbering the anomalous data. It could lead to models being biased towards
overfitting to normal data and neglecting anomalous samples during DNN training. It
is a challenge to dealing with imbalanced data distribution that requires appropriate
sampling strategies or the use of specific loss functions to address this issue. Besides,
during inference or training, a significant amount of matrix operations and activation
function computations are required, placing high demands on computational resources
and energy consumption [32]. Besides, during the actual deployment and updating of
IDSs, challenges arise in continuously collecting, processing, and analyzing network
data. So, there is a need for rapid model updates to adapt to new intrusions.
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4 Research Direction

4.1 An IDS Based on Federated Learning and Transfer Learning

Federated learning and transfer learning can be combined to address some challenges,
such as data imbalance and diverse intrusion behaviors. Federated learning, by simulta-
neously considering multiple tasks or data sources and jointly modeling them, enhances
the generalization capability and robustness of themodel. The advantage of FL integrated
with DNNs is that information is stored on localized IoT devices for model training and
only shared on a centralized federated learning server. In intrusion detection, FL can
be utilized to improve detection performance by leveraging different network traffic
datasets and knowledge of various intrusion types.

Besides, through the utilization of transfer learning, researchers can leverage knowl-
edge acquired from one or multiple related tasks and transfer it to the target task,
effectively addressing issues related to data imbalance and few-shot learning. It lever-
ages datasets or pre-trained models from related domains to transfer knowledge to the
intrusion detection task, thereby improving the performance.

4.2 An IDS Based on Explainable DNNs

To enhance the interpretability and transparency of IDSs, attention can be directed
towards research on interpretable DNNs. Explainable artificial intelligence (XAI) is
a methodology and set of techniques designed for artificial intelligence systems with
the aim of making their decision-making and operational processes understandable and
explainable. It focuses on the design of model architectures and learning algorithms that
render the decision-making process of the model more comprehensible and explicable.
For the design of IDSs, it requires the construction of an interpretable model structure
that can explain why a certain behavior is classified as an intrusion. In addition, combin-
ing explainability with adversarial training can enhance a model’s ability to withstand
adversarial attacks and provide explanations.

In addition, by combining explainability with adversarial training, the model’s abil-
ity to withstand adversarial attacks can be enhanced and explanations provided. The
goal of these proposed research directions is to address the challenges faced by deep
neural network-based IDS while providing novel solutions and insights. By combining
the knowledge of multi-source data and tasks of FL and transfer learning, the general-
ization ability and robustness of the model can be enhanced. The aim is to improve the
interpretability of IDS, making it more trustworthy and easier to understand.

5 Conclusion

We provide a review of DNN-based intrusion detection within the context of the IoT.
Firstly, we categorize the related works into network traffic-based and device behavior-
based schemes for analysis and comparison. We find that for DDoS attacks, network
traffic-based IDSperformed better,while device behavior-based systems achieved higher
accuracy for internal threats and unknown attack types. Due to the high generaliza-
tion capability and robustness of DNN, DNN-based intrusion detection strategies often
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achieve detection rates of up to 99% for certain attack types. However, DNNs typically
have multiple layers and lots of parameters, resulting in high computational complex-
ity and energy consumption requirements. Additionally, the imbalance in datasets is
also an issue that needs to be addressed, as it leads to significant performance vari-
ations across different attack types. Finally, we propose two suggested future work.
Researchers can explore the combined use of federated learning and transfer learning,
or utilize interpretable DNNs, to enhance intrusion detection performance in IoT.
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